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1. Purpose of document 

The Information Security Management Policy of Hydroenergy Company Jsc. establishes 

comprehensive guidelines for managing official and personal information, enforced through 

a structured set of network protocols and operational procedures. 

2. Scope and application  

This Policy shall be applied throughout the entire internal and external information exchange 

of the Company and by all personnel who work for the Company.   

3. Terms and definitions  

IS – information security – a generalized concept that includes: hardware, software security, 

network security, document security, physical security, access security. 

Asset – anything of value for the company (informational, physical asset, etc.) Personal and 

sensitive data is also considered an asset 

Access level – access allowed based on position or task performed. The level of access is 

determined administratively by the line managers and is provided by the system 

administrators. 

4. Responsibilities  

The responsibilities of the staff in relation to the Policy are:  

• Senior management – establish information security rules and assign compliance 

responsibilities. The Executive Managing Director bears the greatest responsibility for 

ensuring and maintaining the confidentiality, integrity and availability of the 

information with which Hydroenergy Company works.  

• Head of Integrated Management System – documents the IS rules set by Senior 

management, organizes reviews for the relevance of the Information Security Policy 

and is responsible for its disclosure to external and internal parties and awareness by 

the staff. Conducts internal audits of the information security rules disclosed in this and 

other documented policies of the Company.  

• System administrators – monitor the status of the IT infrastructure, implement computer 

policies that are in compliance with the Information Security Policy and are 

implemented for all devices in the service domain. They have full computer rights, with 

which they are authorized to act in case of identified security vulnerabilities or 

incidents such as breaches and attempts for unauthorized access.  keep records of 

configurations and changes in the systems and create a secure file space for storing 

official information.   

• All participants in the information exchange must strictly comply with the rules set out 

in this and other company policies. All staff members must act in a timely manner and 

cooperate to prevent, detect and respond to security incidents.  
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5. Review and update 

This Policy is part of the Company`s integrated management system and is subject to an 

annual review for suitability and relevance. 

 

6. Organization of the IS in the Company  

6.1. Security of software systems  

At Hydroenergy Company Jsc., the security of software systems is ensured by computer 

security policies operating on the network. They are automatically executed for all usernames 

that are part of the company domain and include:  

Access control policy – implemented through user authorization requirements and the 

monitoring of unauthorized access attempts. 

Antivirus Policy – This policy is applicable to all computer systems connected to the corporate 

network. 

Firewall Policy – applies to all corporate network systems to guard against remote attacks. 

Windows Firewall protects devices by filtering traffic and blocking unauthorized access, 

based on criteria like IP addresses, ports, or program paths. 

Privileged access policy –Access rights are divided into three categories—read, read/write, 

and administrator—for managing network rules and settings. 

Traffic encryption policy – Data sent to unintended recipients is protected using symmetric 

and asymmetric encryption. Hydroenergy Company Jsc. employs encryption features in 

archivers like WinZip and WinRar. 

Electronic Signature Policy – Digital signatures ensure authenticity, integrity, and 

permanence. Signing electronically confirms the identity of the signer and guarantees that 

the content remains unchanged. 

Backup policy – Backups enable information to be restored to its previous state in the event 

of unwanted or adverse incidents. The process for creating backup copies of electronic files 

and configurations on the corporate network is automated and carried out using backup 

tools on the server. For critical systems, full backups are completed weekly and incremental 

backups occur daily, following a scheduled rotation. The backup policy is designed to 

conserve space by archiving only changes since the last full backup. This approach supports 

efficient administration and rapid recovery.  

 

6.2. Security of hardware systems  
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Hydroenergy Company Jsc. requires users to follow operational rules that secure hardware 

systems and ensure their availability. Every employee is responsible for safeguarding their work 

devices, including computers and phones, by maintaining both physical and access security. 

Employees shall handle all their assets with care so that their confidentiality, integrity and 

operational suitability is guaranteed. When transporting assets 

Assets shall be transported in appropriate transport bags only, and care must be taken not to 

leave them unattended when they are outside Company's office premises. 

 

6.3. Documentary Safeguarding 

The Company's documents are primarily stored electronically on the cloud server, with paper 

copies kept in locked cabinets within secure administrative offices. 

 

6.4. Physical Security  

The physical security of the Company's buildings and office premises is ensured by: 

- Individual Access Chips  

- Physical keys  

- Monitoring through video surveillance of external and internal areas of office premises. 

- On-site security protects individuals and company property. 

-  

 

7.  Management principles 

Following these principles will help Hydroenergy Company maintain strong computer, 

document, and physical information security: 

1. Risk-based thinking – assessing the risk to the security of information in any activity and 

managing the assessed risk  

2. Continuous improvement of the level of security  

3. Training of staff regarding information security  

4. Constant readiness to take action in adverse circumstances concerning the security 

of information assets  

5. Maintaining documented information about security events and benefiting from them 

and learning from them  

6. Classification of information – information is classified according to its content and is 

labelled and managed according to the classification made.  
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7. "Need to know" – principle of limitation of the exchange of information – only that 

information concerning the exchange parties whose official duties or a specific 

assigned task require such an exchange is exchanged.  

8. Protection of customer and counterparty information – The Company protects, 

manages and handles other people's information in the same way as it protects, 

manages and handles its own information, treating it equally in importance and value 

as long as it is in its possession.   

 

8. Policy Objectives 

In order to achieve a high level of information security, Senior Management of Hydroenergy 

Company sets the following general and strategic goals:  

1. Reducing the likelihood of unauthorized and unjustified access to the Company's 

information assets  

2. Elimination of the likelihood of malicious actions with information assets of the 

Company or its counterparties 

3. Immediate response with corrective and preventive measures in cases of 

unauthorized access and malicious actions 

4. Maintaining an up-to-date action plan in case of adverse situations that threaten 

information security  

 

9. Management commitments     

To achieve the general and strategic objectives of information security, Senior Management 

of Hydroenergy Company undertakes the following commitments:  

• Keeping technology at a high level  

• Maintaining the health of hardware and software systems  

• Providing fast, reliable, verified and consistent network connectivity   

• Compliance of the Company's business processes with the requirements in the field of 

information security – regulatory, contractual and licensing requirements will be taken 

into account in any activity related to information processing  

• Applying the requirements of the ISO/IEC 27001:2022 standard to achieve a proven 

high level of information security, cybersecurity and privacy protection 

• Setting annual IP targets in line with the general and strategic objectives of this Policy  
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Regular IP reviews, including progress towards the objectives set, possible vulnerabilities or 

incidents, the effectiveness of corrective and preventive measures and the results of internal 

audits. 

 

10. Final provisions  

As Executive Managing Director of Hydroenergy Company, I am committed to delegating 

responsibilities to maintain and improve information security, ensuring the protection, integrity, 

availability, and confidentiality of all information. 

 

*END* 
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